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�T�h�e� �r�e�p�o�r�t� �s�h�o�u�l�d� �b�e� �p�r�e�p�a�r�e�d� �i�n� �P�D�F� �f�o�r�m� �a�n�d� �e�v�e�n�t�u�a�l�l�y� �Z�I�P�p�e�d� �w�i�t�h� �e�x�t�r�a� ß��l�e�s� �l�i�k�e� �s�o�u�r�c�e� �c�o�d�e�,
�r�e�s�o�u�r�c�e�s�,� �e�t�c�.
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�1�.�1�.� �H�a�r�d�w�a�r�e

�E�a�c�h� �t�e�a�m� �i�s� �g�i�v�e�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �I�o�T� �m�i�c�r�o�c�o�n�t�r�o�l�l�e�r�:

�W�e�m�o�s� �D�1� �R�2� �d�e�v�e�l�o�p�m�e�n�t� �b�o�a�r�d�:

�F�i�g�.� �1�:� �W�e�M�o�s� �D�1� �R�2� �d�e�v�e�l�o�p�m�e�n�t� �b�o�a�r�d

�N�o�t�e�,� �t�h�i�s� �m�i�c�r�o�c�o�n�t�r�o�l�l�e�r�,� �e�v�e�n� �i�f� �i�t�s� �b�o�a�r�d� �r�e�m�i�n�d�s� �A�r�d�u�i�n�o� �U�n�o� �h�a�s� �a� �d�iß��e�r�e�n�t� �l�o�g�i�c� �v�o�l�t�a�g�e� �(�h�e�r�e
�0�.�.�3�.�3�V� �w�h�i�l�e� �A�r�d�u�i�n�o� �U�n�o� �u�s�e�s� �c�l�a�s�s�i�c�a�l� �0�.�.�5�V� �l�o�g�i�c�)� �a�n�d� �h�a�s� �d�iß��e�r�e�n�t� �p�i�n�o�u�t� �n�u�m�b�e�r�i�n�g�.� �D�e�t�a�i�l� �o�n� �t�h�e
�f�o�l�l�o�w�i�n�g� ß��g�u�r�e�:

�F�i�g�.� �2�:� �W�e�M�o�s� �D�1� �R�2� �p�i�n�o�u�t

�D�H�T� �1�1� �o�r� �D�H�T� �2�2� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d� �h�u�m�i�d�i�t�y� �s�e�n�s�o�r

�F�i�g�.� �3�:� �D�H�T� �1�1� �(�l�e�f�t�)� �a�n�d� �D�H�T� �2�2� �(�r�i�g�h�t�)� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d� �h�u�m�i�d�i�t�y� �s�e�n�s�o�r�s

�2�x�1�6� �c�h�a�r�a�c�t�e�r�s� �L�C�D� �s�h�i�e�l�d� �w�i�t�h� �k�e�y�p�a�d

https://wiki.wemos.cc/products:d1:d1
https://dokuwiki.zmitac.aei.polsl.pl/_detail/en:edu:zmitac:macro:iot:3122a92a-8355-4148-8041-390ca7c39605.jpg?id=en%3Aedu%3Azmitac%3Amacro%3Aiot%3Alab
https://dokuwiki.zmitac.aei.polsl.pl/_detail/en:edu:zmitac:macro:iot:pinout_0g-00005444_wifi-d1r2-esp8266.jpg?id=en%3Aedu%3Azmitac%3Amacro%3Aiot%3Alab
https://www.adafruit.com/product/393
https://dokuwiki.zmitac.aei.polsl.pl/_detail/en:edu:zmitac:macro:iot:s-l640.jpg?id=en%3Aedu%3Azmitac%3Amacro%3Aiot%3Alab
https://dokuwiki.zmitac.aei.polsl.pl/_detail/en:edu:zmitac:macro:iot:dht11_gallery_image-1.jpg?id=en%3Aedu%3Azmitac%3Amacro%3Aiot%3Alab
https://www.dfrobot.com/wiki/index.php/Arduino_LCD_KeyPad_Shield_(SKU:_DFR0009)
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�F�i�g�.� �4�:� �L�C�D� �s�h�i�e�l�d� �2�×�1�6� �c�h�a�r�a�c�t�e�r�s

�1�.�2�.� �V�S�C�o�d�e�,� �P�l�a�t�f�o�r�m�I�O�,� �a�n�d� �p�r�o�j�e�c�t� �c�o�nß��g�u�r�a�t�i�o�n

�I�n� �a�n�y� �c�a�s�e�,� �c�r�e�a�t�i�n�g� �a� �n�e�w� �p�r�o�j�e�c�t� �u�n�d�e�r� �P�l�a�t�f�o�r�m�I�O� �s�h�o�u�l�d� �f�o�l�l�o�w� �t�h�i�s� �g�e�n�e�r�a�l� �s�e�t�t�i�n�g� �r�e�g�a�r�d�i�n�g
�B�o�a�r�d� �a�n�d� �F�r�a�m�e�w�o�r�k� �(�s�e�e� ß��g�u�r�e� �5�)�:

�F�i�g�.� �5�:� �P�r�o�j�e�c�t� �c�o�nß��g�u�r�a�t�i�o�n� �s�e�t�t�i�n�g�s� �i�n� �V�S�C�o�d�e�/�P�l�a�t�f�o�r�m�I�O

�T�h�i�s� �c�o�nß��g�u�r�a�t�i�o�n� �b�r�i�n�g�s� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�r�o�j�e�c�t� �c�o�nß��g�u�r�a�t�i�o�n� ß��l�e� �p�l�a�t�f�o�r�m�i�o�.�i�n�i�:

�[�e�n�v�:�d�1�_�m�i�n�i�]
�p�l�a�t�f�o�r�m� �=� �e�s�p�r�e�s�s�i�f�8�2�6�6
�b�o�a�r�d� �=� �d�1�_�m�i�n�i
�f�r�a�m�e�w�o�r�k� �=� �a�r�d�u�i�n�o

�I�t� �i�s� �a�l�s�o� �n�e�c�e�s�s�a�r�y� �t�o� �c�o�nß��g�u�r�e� �t�h�e� �s�e�r�i�a�l� �p�o�r�t� �n�a�m�e� �u�s�e�d� �f�o�r� �u�p�l�o�a�d�i�n�g� �y�o�u�r� ß��r�m�w�a�r�e� �a�n�d� �m�o�n�i�t�o�r�i�n�g
�(�i�f� �y�o�u� �u�s�e� �i�t�)�.� �I�n� �t�h�e� �c�a�s�e� �o�f� �t�h�i�s� �m�i�c�r�o�c�o�n�t�r�o�l�l�e�r�,� �i�t� �i�s� �t�h�e� �s�a�m�e� �p�o�r�t�,� �s�o� �t�h�e� �p�l�a�t�f�o�r�m�i�o�.�i�n�i� ß��l�e
�s�h�o�u�l�d� �b�e� �m�o�d�iß��e�d� �w�i�t�h� �t�h�e� �f�o�l�l�o�w�i�n�g� �(�a�s�s�u�m�i�n�g� �t�h�e� �s�e�r�i�a�l� �p�o�r�t� �i�s�,� �i�.�e�.�,� �C�O�M�3�)�:
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�.�.�.
�u�p�l�o�a�d�_�p�o�r�t� �=� �C�O�M�3
�m�o�n�i�t�o�r�_�p�o�r�t� �=� �C�O�M�3
�.�.�.

�1�.�2�.�1�.� �R�u�n�n�i�n�g� �y�o�u�r� �c�o�d�e

�T�o� �e�x�e�c�u�t�e� �y�o�u�r� �c�o�d�e�,� �y�o�u� �n�e�e�d� �t�o� �c�o�m�p�i�l�e� �i�t� �a�n�d� �u�p�l�o�a�d� �i�t� �t�o� �t�h�e� �m�i�c�r�o�c�o�n�t�r�o�l�l�e�r�.
�T�h�e� �e�a�s�i�e�s�t� �w�a�y� �t�o� �i�n�t�e�r�a�c�t� �w�i�t�h� �P�l�a�t�f�o�r�m�I�O� �i�s� �t�o� �u�s�e� �i�t�s� �b�l�u�e� �r�i�b�b�o�n� �b�a�r�,� �l�o�c�a�t�e�d� �a�t� �t�h�e� �b�o�t�t�o�m� �o�f� �t�h�e
�V�S�C�o�d�e� �(�i�m�a�g�e� �6�:

�F�i�g�.� �6�:� �P�l�a�t�f�o�r�m�I�O� �r�i�b�b�o�n� �t�o� �e�x�e�c�u�t�e� �m�o�s�t� �c�o�m�m�o�n� �a�c�t�i�o�n�s

�1�.�3�.� �S�o�f�t�w�a�r�e

�Y�o�u� �w�i�l�l� �b�e� �w�r�i�t�i�n�g� �a�n� �a�p�p�l�i�c�a�t�i�o�n� �f�o�r� �e�n�d� �n�o�d�e�s� �(�E�S�P�8�2�6�6�)� �i�n� �C�+�+� �u�s�i�n�g� �V�S� �C�o�d�e�.
�A�d�d�i�t�i�o�n�a�l�l�y�,� �y�o�u� �m�a�y� �n�e�e�d� �t�o� �u�s�e� �a�n� �M�Q�T�T� �c�l�i�e�n�t�,� �i�.�e�.�,� �M�Q�T�T� �E�x�p�l�o�r�e�r�:� �M�Q�T�T� �E�x�p�l�o�r�e�r�.

�C�o�m�p�u�t�e�r�s� �i�n� �l�a�b�o�r�a�t�o�r�y� �r�o�o�m�s� �3�2�0�, � �3�2�1�, � �a�n�d� �3�3�6� �u�s�e�  ��f�r�e�e�z�i�n�g � � �s�o�f�t�w�a�r�e�, � �w�h�i�c�h
�m�e�a�n�s� �t�h�a�t� �f�o�r� �e�v�e�r�y� �s�t�a�r�t�u�p�,� �c�o�m�p�u�t�e�r�s� �a�r�e� �r�e�s�t�o�r�e�d� �t�o� �t�h�e�i�r� �i�n�i�t�i�a�l� �s�t�a�t�e�.

�1�.�4�.� �N�e�t�w�o�r�k�i�n�g

�T�h�e�r�e� �i�s� �a� �W�i�F�i� �2�.�4�G�H�z� �I�P�v�4� �n�e�t�w�o�r�k� �a�v�a�i�l�a�b�l�e� �t�o� �t�h�e� �s�t�u�d�e�n�t�s�.� �T�h�i�s� �i�s� �a� �P�R�I�V�A�T�E� �n�e�t�w�o�r�k�.� �T�h�i�s
�n�e�t�w�o�r�k� �i�s� �s�e�p�a�r�a�t�e�d� �f�r�o�m� �t�h�e� �I�n�t�e�r�n�e�t�,� �b�u�t� �a�l�l� �c�o�n�n�e�c�t�e�d� �d�e�v�i�c�e�s� �c�a�n� �t�a�l�k� �t�o� �o�n�e� �a�n�o�t�h�e�r�.� �T�h�e�r�e� �i�s� �a
�D�H�C�P� �s�e�r�v�e�r� �w�i�t�h� �n�e�t�w�o�r�k�i�n�g� �a�d�d�r�e�s�s�i�n�g� �s�c�o�p�e� �1�9�2�.�1�6�8�.�9�0�.�1�0�-�1�9�2�.�1�6�8�.�9�0�.�2�5�4�.

�D�o � �n�o�t � �u�s�e � �s�t�a�t�i�c � �I�P�! � �S�o�m�e � �s�e�r�v�i�c�e�s � �i�n � �t�h�e � �n�e�t�w�o�r�k � �h�a�v�e � ß��x�e�d � �I�P � �a�d�d�r�e�s�s�e�s�;
�o�v�e�r�l�a�p�p�i�n�g� �c�a�u�s�e�s� �t�h�e� �u�n�a�v�a�i�l�a�b�i�l�i�t�y� �o�f� �y�o�u�r� �s�o�l�u�t�i�o�n� �a�n�d� �t�h�i�s� �s�e�r�v�i�c�e� �t�o� �o�t�h�e�r� �t�e�a�m�s�!
�U�s�e� �o�n�l�y� �D�H�C�P� �t�o� �o�b�t�a�i�n� �a� �n�e�t�w�o�r�k� �a�d�d�r�e�s�s�.

�T�o� �c�o�n�n�e�c�t� �t�o� �t�h�e� �w�i�r�e�l�e�s�s� �n�e�t�w�o�r�k�,� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�r�e�d�e�n�t�i�a�l�s�:

�S�S�I�D�:� �i�n�t�e�r�n�a�l�.�I�O�T
�P�a�s�s�k�e�y�:� �I�o�T�l�a�b�3�2�7�6�8
�I�P� �a�d�d�r�e�s�s�:� �D�H�C�P�,� �1�9�2�.�1�6�8�.�9�0�.�1�0�-�1�9�2�.�1�6�8�.�9�0�.�2�5�4

�1�.�5�.� �N�e�t�w�o�r�k� �s�e�r�v�i�c�e�s
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�1�.�5�.�1�.� �M�Q�T�T

�T�h�e�r�e� �i�s� �a�n� �M�Q�T�T� �B�r�o�k�e�r�,� �a� �b�i�n�d�i�n�g� �W�i�F�i� �P�R�I�V�A�T�E� �n�e�t�w�o�r�k�,� �a�n�d� �t�h�e� �P�U�B�L�I�C� �C�a�m�p�u�s� �n�e�t�w�o�r�k�.� �T�h�i�s� �w�a�y�,
�y�o�u� �c�a�n� �r�o�u�t�e� �M�Q�T�T� �m�e�s�s�a�g�e�s� �f�r�o�m� �y�o�u�r� �e�n�d� �n�o�d�e� �d�e�v�i�c�e�s� �c�o�n�n�e�c�t�e�d� �t�o� �t�h�e� �i�n�t�e�r�n�a�l�.�I�O�T� �n�e�t�w�o�r�k
�t�o� �t�h�e� �e�x�t�e�r�n�a�l� �t�o�o�l�s�,� �i�.�e�.�,� �c�l�o�u�d�-�b�a�s�e�d� �d�a�s�h�b�o�a�r�d� �o�r� �s�t�o�r�a�g�e� �v�i�a�,� �i�.�e�.�,� �p�u�b�l�i�s�h�i�n�g� �f�r�o�m� �y�o�u�r� �e�n�d� �n�o�d�e
�I�o�T� �d�e�v�i�c�e� �t�h�r�o�u�g�h� �t�h�e� �P�R�I�V�A�T�E� �n�e�t�w�o�r�k� �t�o� �M�Q�T�T� �B�r�o�k�e�r� �a�n�d� �s�u�b�s�c�r�i�b�i�n�g� �t�o� �t�h�o�s�e� �m�e�s�s�a�g�e�s� �f�r�o�m� �t�h�e
�c�l�o�u�d� �u�s�i�n�g� �P�U�B�L�I�C� �C�a�m�p�u�s� �n�e�t�w�o�r�k�.� �P�l�e�a�s�e� �n�o�t�e� �t�h�e� �c�o�n�t�e�x�t� �(�t�h�u�s�,� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �M�Q�T�T
�b�r�o�k�e�r�)� �c�h�a�n�g�e�s� �d�e�p�e�n�d�i�n�g� �o�n� �w�h�i�c�h� �d�e�v�i�c�e� �a�n�d� �n�e�t�w�o�r�k� �y�o�u�’�r�e� �u�s�i�n�g�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �n�e�t�w�o�r�k� �s�c�h�e�m�a
�s�h�o�u�l�d� �b�e� �o�f� �h�e�l�p� �7�.

�Y�o�u� �c�a�n� �a�c�c�e�s�s� �t�h�e� �M�Q�T�T� �b�r�o�k�e�r� �f�r�o�m� �t�h�e� �C�a�m�p�u�s� �P�U�B�L�I�C� �n�e�t�w�o�r�k� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�nß��g�u�r�a�t�i�o�n
�a�n�d� �c�r�e�d�e�n�t�i�a�l�s�:

�A�d�d�r�e�s�s�:� �1�5�7�.�1�5�8�.�5�6�.�5�4
�P�o�r�t�:� �1�8�8�3� �f�o�r� �p�l�a�i�n� �t�e�x�t�,� �8�8�8�3� �f�o�r� �s�e�c�u�r�e� �c�o�m�m�u�n�i�c�a�t�i�o�n
�U�s�e�r�:� �v�r�e�l
�P�a�s�s�w�o�r�d�:� �v�r�e�l�2�0�1�8

�Y�o�u� �c�a�n� �a�l�s�o� �a�c�c�e�s�s� �t�h�e� �M�Q�T�T� �b�r�o�k�e�r� �f�r�o�m� �t�h�e� �i�n�t�e�r�n�a�l�.�I�O�T� �P�R�I�V�A�T�E� �n�e�t�w�o�r�k� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g
�c�o�nß��g�u�r�a�t�i�o�n� �a�n�d� �c�r�e�d�e�n�t�i�a�l�s�:

�A�d�d�r�e�s�s�:� �1�9�2�.�1�6�8�.�9�0�.�5
�P�o�r�t�:� �1�8�8�3� �f�o�r� �p�l�a�i�n� �t�e�x�t�,� �8�8�8�3� �f�o�r� �s�e�c�u�r�e� �c�o�m�m�u�n�i�c�a�t�i�o�n
�U�s�e�r�:� �v�r�e�l
�P�a�s�s�w�o�r�d�:� �v�r�e�l�2�0�1�8

�F�i�g�.� �7�:� �Z�m�i�t�a�c� �n�e�t�w�o�r�k� �i�n�f�r�a�s�t�r�u�c�t�u�r�e� �f�o�r� �t�h�e� �I�o�T� �l�a�b�s

https://dokuwiki.zmitac.aei.polsl.pl/_detail/en:edu:zmitac:macro:iot:zmitac_network_infrastructure.png?id=en%3Aedu%3Azmitac%3Amacro%3Aiot%3Alab


�2�0�2�6�/�1�1�/�0�7� �1�7�:�5�3 �7�/�1�8 �L�a�b�o�r�a�t�o�r�y� �o�n� �t�h�e� �I�n�t�e�r�n�e�t� �o�f� �T�h�i�n�g�s

�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�1�.�6�.� �T�r�a�c�i�n�g

�T�h�e�r�e� �i�s� �n�o� �d�i�r�e�c�t� �d�e�b�u�g�g�i�n�g� �c�a�p�a�b�i�l�i�t�y� �i�n� �t�h�i�s� �e�n�v�i�r�o�n�m�e�n�t�.� �Y�e�t�,� �i�t� �i�s� �p�o�s�s�i�b�l�e� �t�o� �s�e�n�d� �l�o�g�/�t�r�a�c�e
�m�e�s�s�a�g�e�s� �t�o� �t�h�e� �P�C� �c�o�n�s�o�l�e� �o�v�e�r� �a� �s�e�r�i�a�l� �(�s�e�r�i�a�l� �o�v�e�r� �U�S�B�)� �p�o�r�t�,� �w�h�i�c�h� �i�s� �u�s�e�d� �f�o�r� ß��a�s�h�i�n�g�.� �T�o� �o�p�e�n
�s�e�r�i�a�l� �c�o�m�m�u�n�i�c�a�t�i�o�n�,� �o�n�e� �m�u�s�t� �i�n�v�o�k�e� �b�e�g�i�n� �w�i�t�h� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e� �b�p�s� �s�e�t�t�i�n�g� �o�n� �t�h�e� �S�e�r�i�a�l
�s�i�n�g�l�e�t�o�n� �o�b�j�e�c�t� �(�u�s�u�a�l�l�y� �i�n� �S�e�t�u�p�(�)� �f�u�n�c�t�i�o�n�:

�S�e�r�i�a�l�.�b�e�g�i�n�(�9�6�0�0�)�;

�9�6�0�0� �i�s� �t�h�e� �d�e�f�a�u�l�t� �s�p�e�e�d�,� �b�u�t� �y�o�u� �c�a�n� �c�h�a�n�g�e� �i�t� �i�n� �t�h�e� �p�l�a�t�f�o�r�m�i�o�.�i�n�i� ß��l�e�.� �I�t� �i�s� �p�o�s�s�i�b�l�e� �t�o� �s�e�n�d
�v�i�r�t�u�a�l�l�y� �a�n�y� �m�e�s�s�a�g�e� �t�o� �t�h�e� �c�o�n�s�o�l�e� �(�k�e�e�p� �i�n� �m�i�n�d�,� �y�o�u� �n�e�e�d� �e�x�p�l�i�c�i�t�l�y� �o�p�e�n� �S�e�r�i�a�l� �M�o�n�i�t�o�r� �i�n� �t�h�e� �V�S
�c�o�d�e�)� �u�s�i�n�g�:

�.�.�.
�S�e�r�i�a�l�.�p�r�i�n�t�(�.�.�. �)�;
�/�/�o�r
�S�e�r�i�a�l�.�p�r�i�n�t�l�n�(�.�.�. �)�;
�.�.�.

�B�o�t�h� �f�u�n�c�t�i�o�n�s� �a�c�c�e�p�t� �a� �w�i�d�e� �r�a�n�g�e� �o�f� �a�r�g�u�m�e�n�t� �t�y�p�e�s� �w�i�t�h�o�u�t� �n�e�e�d�i�n�g� �t�o� �c�o�n�v�e�r�t� �t�o� �s�t�r�i�n�g� �e�x�p�l�i�c�i�t�l�y�.

�N�o�t�e�:� �t�h�e�r�e� �i�s� �a� �l�i�m�i�t� �o�n� �t�h�e� �c�h�a�r�a�c�t�e�r� �s�e�t� �t�h�a�t� �i�s� �A�S�C�I�I� �o�n�l�y�.� �W�e� �s�u�g�g�e�s�t� �a�v�o�i�d�i�n�g
 ��s�p�e�c�i�a�l �� �c�h�a�r�a�c�t�e�r�s�,� �w�h�i�c�h� �a�r�e� �l�a�n�g�u�a�g�e�-�s�p�e�c�iß��c�.

�1�.�7�.� �L�a�b�o�r�a�t�o�r�y� �s�c�e�n�a�r�i�o�s

�A�l�l� �t�e�a�m�s� �s�h�a�r�e� �t�h�e� �s�a�m�e� �s�c�e�n�a�r�i�o� �y�e�t�;� �p�l�e�a�s�e� �n�o�t�e� �t�h�a�t� �M�Q�T�T� �m�e�s�s�a�g�e�s� �e�x�c�h�a�n�g�e�d� �b�e�t�w�e�e�n� �d�e�v�i�c�e�s
�s�h�a�l�l� �b�e� �c�o�o�r�d�i�n�a�t�e�d� �a�m�o�n�g� �t�e�a�m� �m�e�m�b�e�r�s� �s�o� �a�s� �n�o�t� �t�o� �o�v�e�r�l�a�y� �o�n�e� �a�n�o�t�h�e�r�.

�M�i�n�d� �k�e�e�p�i�n�g� �y�o�u�r� �c�o�d�e� �b�e�t�w�e�e�n� �m�e�e�t�i�n�g�s�.� �I�t� �i�s� �r�e�g�u�l�a�r� �t�h�a�t� �a�t� �e�v�e�r�y� �n�e�x�t� �l�a�b�o�r�a�t�o�r�y
�m�e�e�t�i�n�g�,� �y�o�u� �w�i�l�l� �e�x�t�e�n�d� �y�o�u�r� �c�o�d�e� �b�y� �s�o�m�e�t�h�i�n�g� �e�x�t�r�a�.
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�1�.�7�.�1�.� �S�c�e�n�a�r�i�o� �L�a�b�1

�G�e�t�t�i�n�g� �r�e�a�d�y� �w�i�t�h� �y�o�u�r� �d�e�v�e�l�o�p�m�e�n�t� �e�n�v�i�r�o�n�m�e�n�t
�I�n� �t�h�i�s� �s�c�e�n�a�r�i�o�,� �y�o�u� �w�i�l�l� �w�r�i�t�e� �y�o�u�r� ß��r�s�t�  ��H�e�l�l�o� �W�o�r�l�d �� �a�p�p�l�i�c�a�t�i�o�n� �f�o�r� �E�S�P�8�2�6�6�.� �U�s�i�n�g� �t�h�e� �s�e�l�e�c�t�e�d� �I�D�E�,
�w�r�i�t�e� �c�o�d�e� �t�h�a�t�:

�F�l�a�s�h�e�s� �b�u�i�l�t�-�i�n� �L�E�D� �e�v�e�r�y� �1� �s�e�c�o�n�d� �(�1�s� �o�n�;� �1�s� �oß��)�;�1�.
�S�e�n�d�s� �a� �m�e�s�s�a�g�e� �v�i�a� �s�e�r�i�a�l� �p�o�r�t� �t�o� �t�h�e� �s�e�r�i�a�l� �p�o�r�t� �m�o�n�i�t�o�r�:� �H�e�l�l�o� �W�o�r�l�d�2�.

�T�h�e� �G�P�I�O� �t�h�e� �b�u�i�l�t�-�i�n� �L�E�D� �i�s� �c�o�n�n�e�c�t�e�d� �t�o� �i�s� �n�u�m�b�e�r� �1�4�.� �P�h�y�s�i�c�a�l�l�y�,� �i�t� �i�s� �l�o�c�a�t�e�d� �a�l�m�o�s�t
�i�n� �t�h�e� �m�i�d�d�l�e� �o�f� �t�h�e� �m�a�i�n�b�o�a�r�d�,� �u�n�d�e�r� �t�h�e� �d�i�s�p�l�a�y�,� �a�n�d� �i�t�s� �c�o�l�o�u�r� �i�s� �b�l�u�e�.

�#�d�e�f�i�n�e� �L�E�D�_�B�U�I�L�T�I�N� �1�4

�N�o�t�e�,� �t�o� �u�s�e� �t�r�a�c�i�n�g� �w�i�t�h� �t�h�e� �S�e�r�i�a�l�.�p�r�i�n�t�( &�)� �s�i�n�g�l�e�t�o�n� �o�b�j�e�c�t�,� �y�o�u� �n�e�e�d� �t�o� �t�e�l�l� �V�S� �C�o�d�e� �w�h�i�c�h
�p�o�r�t� �t�o� �u�s�e� �t�o� �r�e�c�e�i�v�e� �t�r�a�c�i�n�g� �m�e�s�s�a�g�e�s� �y�o�u� �s�e�n�d� �f�r�o�m� �y�o�u�r� �c�o�d�e�.� �M�i�n�d� �i�n�c�l�u�d�i�n�g� �i�n� �t�h�e
�p�l�a�t�f�o�r�m�i�o�.�i�n�i� ß��l�e� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e� �c�o�nß��g�u�r�a�t�i�o�n� �(�h�e�r�e� �C�O�M�3� �i�s� �a� �s�a�m�p�l�e�;� �c�h�e�c�k� �y�o�u�r�s� �i�n� �P�C
�c�o�nß��g�u�r�a�t�i�o�n�)�:

�.�.�.
�m�o�n�i�t�o�r�_�p�o�r�t� �=� �C�O�M�3
�.�.�.

�O�b�l�i�g�a�t�o�r�y�:

�P�r�o�v�i�d�e� �a� �s�o�l�u�t�i�o�n� �u�s�i�n�g� �m�i�l�l�i�s�(�)� �i�n�s�t�e�a�d� �o�f� �d�e�l�a�y�(�)

�A�d�v�a�n�c�e�d�:

�U�s�e� �a� �t�i�m�e�r�/�i�n�t�e�r�r�u�p�t� �t�o� ß��a�s�h� �t�h�e� �L�E�D� �i�n�s�t�e�a�d� �o�f� �a�n� �i�nß��n�i�t�e� �l�o�o�p�.

�R�e�p�o�r�t�:

�D�e�s�c�r�i�b�e� �y�o�u�r� �a�p�p�r�o�a�c�h� �a�n�d� �i�n�c�l�u�d�e� �s�o�u�r�c�e� �c�o�d�e� �i�n� �t�h�e� �r�e�p�o�r�t
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�1�.�7�.�2�.� �S�c�e�n�a�r�i�o� �L�a�b�2

�*�*� �U�s�i�n�g� �L�C�D� �*�*

�I�n� �t�h�i�s� �s�c�e�n�a�r�i�o�,� �y�o�u� �w�i�l�l� �w�r�i�t�e� �a�n� �a�p�p�l�i�c�a�t�i�o�n� �t�h�a�t� �r�e�p�o�r�t�s� �o�n� �t�h�e� �L�C�D� �D�i�s�p�l�a�y�.
�Y�o�u�r� �c�o�d�e� �s�h�a�l�l� �i�m�p�l�e�m�e�n�t� �a� �m�e�s�s�a�g�e� �H�e�l�l�o� �I�o�T� �i�n� �t�h�e� �u�p�p�e�r� �l�i�n�e� �a�n�d� �a� �c�o�u�n�t�e�r� �t�i�c�k�i�n�g� �e�v�e�r�y
�s�e�c�o�n�d� �i�n� �t�h�e� �l�o�w�e�r� �o�n�e�.
�A�d�d�i�t�i�o�n�a�l�l�y�,� �p�r�e�s�e�n�t� �a� �l�a�b�e�l� �L�E�F�T�/�R�I�G�H�T�/�U�P�/�D�O�W�N� �w�h�e�n� �a� �k�e�y� �i�s� �p�r�e�s�s�e�d� �o�n� �t�h�e� �6�-�k�e�y� �k�e�y�p�a�d
�l�o�c�a�t�e�d� �b�e�l�o�w� �t�h�e� �L�C�D� �d�i�s�p�l�a�y� �m�o�d�u�l�e�.� �T�h�e� �l�a�b�e�l� �s�h�o�u�l�d� �a�p�p�e�a�r� �i�n� �a� �l�o�w�e�r� �l�i�n�e� �o�f� �t�h�e� �L�C�D�,� �a�l�o�n�g� �w�i�t�h
�a� �t�i�c�k�i�n�g� �c�o�u�n�t�e�r� �t�h�a�t� �i�s� �s�t�i�l�l� �w�o�r�k�i�n�g�.� �T�h�e� �l�a�b�e�l� �s�h�o�u�l�d� �d�i�s�a�p�p�e�a�r� �w�h�e�n� �t�h�e� �k�e�y� �i�s� �r�e�l�e�a�s�e�d�.

�1�.�7�.�2�.�1�.� �T�h�e� �L�C�D� �D�i�s�p�l�a�y

�T�o� �c�o�n�t�r�o�l� �L�C�D�,� �i�t� �i�s� �e�a�s�i�e�s�t� �t�o� �u�s�e� �a� �s�o�f�t�w�a�r�e� �l�i�b�r�a�r�y� �(�a�d�d� �t�o� �t�h�e� �p�l�a�t�f�o�r�m�i�o�.�i�n�i� ß��l�e�:

�.�.�.
�l�i�b�_�d�e�p�s� �=� �a�r�d�u�i�n�o�-�l�i�b�r�a�r�i�e�s�/�L�i�q�u�i�d�C�r�y�s�t�a�l� �@� �^�1�.�0�.�7
�.�.�.

�Y�o�u�r� �L�C�D� �s�h�i�e�l�d� �i�s� �2�×�1�6� �c�h�a�r�a�c�t�e�r�s�.� �T�o� �i�n�i�t�i�a�l�i�z�e� �i�t� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �G�P�I�O� �d�eß��n�i�t�i�o�n�:

�c�o�n�s�t� �i�n�t� �r�s� �=� �1�2�,� �e�n� �=� �1�3�,� �d�4� �=� �4�,� �d�5� �=� �0�,� �d�6� �=� �2�,� �d�7� �=� �1�4�;
�L�i�q�u�i�d�C�r�y�s�t�a�l� �l�c�d�(�r�s�,� �e�n�,� �d�4�,� �d�5�,� �d�6�,� �d�7�)�;

�R�e�m�e�m�b�e�r� �t�o� �i�n�i�t�i�a�l�i�z�e� �i�t� �i�n� �y�o�u�r� �c�o�d�e�;� �y�o�u� �n�e�e�d� �t�o� �t�e�l�l� �t�h�e� �l�i�b�r�a�r�y� �t�h�e� �p�h�y�s�i�c�a�l� �o�r�g�a�n�i�z�a�t�i�o�n� �o�f� �t�h�e
�d�i�s�p�l�a�y�:

�.�.�.
� � �l�c�d�.�b�e�g�i�n�(�1�6�,�2�)�;� �/�/�2� �l�i�n�e�s�,� �1�6� �c�h�a�r�a�c�t�e�r�s� �e�a�c�h
�.�.�.

�1�.�7�.�2�.�2�.� �K�e�y�p�a�d

�T�h�e� �L�C�D� �s�h�i�e�l�d� �h�a�s� �6� �b�u�t�t�o�n�s�.� �O�n�e� �i�s� �h�a�r�d�-�w�i�r�e�d� �t�o� �t�h�e� �r�e�s�e�t� �f�u�n�c�t�i�o�n�,� �b�u�t� �o�t�h�e�r� �b�u�t�t�o�n�s� �(�m�a�r�k�e�d
�S�E�L�E�C�T�,� �U�P�,� �D�O�W�N�,� �R�I�G�H�T�,� �L�E�F�T�)� �c�a�n� �b�e� �r�e�a�d� �t�h�r�o�u�g�h� �v�o�l�t�a�g�e� �a�n�a�l�y�s�i�s� �d�e�l�i�v�e�r�e�d� �i�n�t�o� �t�h�e� �A�D�0
�(�A�n�a�l�o�g�u�e� �t�o� �D�i�g�i�t�a�l� �C�o�n�v�e�r�t�e�r�,� �C�h�a�n�n�e�l� �0�)� �e�x�i�s�t�i�n�g� �i�n� �t�h�e� �E�S�P�8�2�6�6� �c�h�i�p�.� �B�u�t�t�o�n�s� �a�r�e� �c�o�n�n�e�c�t�e�d� �t�h�e
�w�a�y� �t�h�a�t� �t�h�e�y� �s�h�o�r�t� �t�h�e� �c�o�n�n�e�c�t�i�o�n�,� �a�n�d� �e�v�e�r�y� �b�u�t�t�o�n� �c�r�e�a�t�e�s� �a� �s�e�p�a�r�a�t�e� �v�o�l�t�a�g�e� �d�i�v�i�d�e�r� �b�e�t�w�e�e�n� �p�u�l�l�-
�u�p� �a�n�d� �r�e�s�p�e�c�t�a�b�l�e� �r�e�s�i�s�t�a�n�c�e�,� �d�iß��e�r�e�n�t� �f�o�r� �e�a�c�h� �b�u�t�t�o�n� �(�s�e�e� ß��g�u�r�e� �8� �f�o�r� �c�o�n�n�e�c�t�i�o�n� �d�i�a�g�r�a�m�)�.� �T�o
�e�s�t�i�m�a�t�e� �r�e�a�d�i�n�g�s�,� �y�o�u� �c�a�n� �c�a�l�c�u�l�a�t�e� �t�h�e� �v�o�l�t�a�g�e� �a�p�p�e�a�r�i�n�g� �o�n� �t�h�e� �A�D�0� �i�n�p�u�t� �u�s�i�n�g� �O�h�m�’�s� �l�a�w�.
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�F�i�g�.� �8�:� �2�×�1�6� �L�C�D� �s�h�i�e�l�d� �c�o�n�n�e�c�t�i�o�n� �d�i�a�g�r�a�m� �i�n�c�l�u�d�i�n�g� �b�u�t�t�o�n�s

�N�o�t�e� �t�h�e�r�e� �i�s� �a�n� �a�s�s�u�m�p�t�i�o�n� �t�h�a�t� �y�o�u� �p�r�e�s�s� �o�n�l�y� �o�n�e� �b�u�t�t�o�n� �a�t� �a� �t�i�m�e�.� �I�f� �n�o� �b�u�t�t�o�n� �i�s� �p�r�e�s�s�e�d�,� �V�c�c
�g�o�e�s� �t�o� �t�h�e� �A�D�0�,� �a�n�d� �y�o�u� �g�e�t� �m�a�x�i�m�u�m� �r�e�a�d�i�n�g� �(�s�e�e� �s�c�h�e�m�a�t�i�c�s� �o�n� ß��g�u�r�e� �8� �a�b�o�v�e� �a�n�d� �w�a�r�n�i�n�g� �n�o�t�e
�b�e�l�o�w�,� �o�n� �r�e�a�d�i�n�g�s� �A�D�0�)�.

�B�e�c�a�u�s�e� �o�f� �t�h�e� �L�C�D� �s�h�i�e�l�d� �c�o�n�s�t�r�u�c�t�i�o�n� �a�n�d� �t�h�e� �f�a�c�t� �t�h�a�t� �E�S�P�8�2�6�6� �c�a�n� �a�c�c�e�p�t� �o�u�t� �o�f
�t�h�e� �b�o�x� �o�n� �t�h�e�i�r� �A�D�0� �i�n�p�u�t� �v�o�l�t�a�g�e� �r�a�n�g�e� �o�f� �0�.�.�3�.�3�V� �o�n�l�y� �(�a�c�t�u�a�l�l�y� �0�.�.�1�V� �b�u�t� �t�h�e�r�e� �i�s� �a
�v�o�l�t�a�g�e� �d�i�v�i�d�e�r� �i�n� �t�h�e� �m�i�d�d�l�e�)�,� �y�o�u�’�r�e� �u�n�a�b�l�e� �t�o� �g�r�a�b� �b�u�t�t�o�n� �S�E�L�E�C�T� �p�r�e�s�s�e�d�,� �b�e�c�a�u�s�e
�s�h�o�r�t�i�n�g� �i�t� �c�a�u�s�e�s� �i�n�p�u�t� �v�o�l�t�a�g�e� �t�o� �o�n� �t�h�e� �A�D�0� �t�o� �b�e� �~�3�.�7�V�,� �w�h�i�l�e� �w�h�e�n� �n�o� �b�u�t�t�o�n� �i�s
�p�r�e�s�s�e�d�,� �t�h�e� �i�n�p�u�t� �v�o�l�t�a�g�e� �o�n� �A�D�0� �i�s� �5�V�.� �B�o�t�h� �a�r�e� �f�a�r� �b�e�y�o�n�d� �t�h�e� �m�e�a�s�u�r�a�b�l�e� �r�a�n�g�e�,� �s�o
�y�o�u� �w�i�l�l� �a�l�w�a�y�s� �g�e�t� �a� �m�a�x�i�m�u�m� �r�e�a�d�i�n�g� �(�1�0�2�4�)� �i�n� �b�o�t�h� �c�a�s�e�s�,� �a�n�d� �t�h�e�r�e� �i�s� �n�o� �w�a�y� �t�o
�d�i�s�t�i�n�g�u�i�s�h� �t�h�e�m� �w�i�t�h�o�u�t� �e�l�e�c�t�r�i�c�a�l� �m�o�d�iß��c�a�t�i�o�n�.

�R�e�a�d�i�n�g� �a�n� �A�D�0� �i�s� �a�s� �s�i�m�p�l�e� �a�s�:

�#�d�e�f�i�n�e� �A�D�C�P�I�N� �0
�.�.�.
� � �i�n�t� �n�A�d�c�R�e�a�d�i�n�g� �=� �0�;
�.�.�.
� � �n�A�D�0� �=� �a�n�a�l�o�g�R�e�a�d�(�A�D�C�P�I�N�)�;
�.�.�.

�R�e�p�o�r�t�:
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�2�0�2�6�/�1�1�/�0�7� �1�7�:�5�3 �1�1�/�1�8 �L�a�b�o�r�a�t�o�r�y� �o�n� �t�h�e� �I�n�t�e�r�n�e�t� �o�f� �T�h�i�n�g�s

�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�D�e�s�c�r�i�b�e� �h�o�w� �y�o�u� �s�o�l�v�e�d� �t�h�e� �p�r�o�b�l�e�m� �o�f� �t�h�e� �a�s�y�n�c�h�r�o�n�o�u�s� �k�e�y� �p�r�e�s�s�e�s�/�r�e�l�e�a�s�e�s� �p�r�o�c�e�s�s�i�n�g�.
�I�n�c�l�u�d�e� �s�o�u�r�c�e� �c�o�d�e�.



�2�0�2�6�/�1�1�/�0�7� �1�7�:�5�3 �1�2�/�1�8 �L�a�b�o�r�a�t�o�r�y� �o�n� �t�h�e� �I�n�t�e�r�n�e�t� �o�f� �T�h�i�n�g�s

�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�1�.�7�.�3�.� �S�c�e�n�a�r�i�o� �L�a�b�3

�*�*� �P�r�e�s�e�n�t�i�n�g� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d� �h�u�m�i�d�i�t�y� �o�n� �t�h�e� �l�o�c�a�l� �L�C�D� �s�c�r�e�e�n� �*�*
�I�n� �t�h�i�s� �s�c�e�n�a�r�i�o�,� �y�o�u� �w�i�l�l� �m�e�a�s�u�r�e� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d� �r�e�l�a�t�i�v�e� �h�u�m�i�d�i�t�y� �u�s�i�n�g� �t�h�e� �a�t�t�a�c�h�e�d� �D�H�T� �1�1� �a�n�d
�p�r�e�s�e�n�t� �i�t� �o�n� �t�h�e� �s�c�r�e�e�n�.� �I�n� �t�h�e� ß��r�s�t� �r�o�w�,� �a� �l�a�b�e�l� �s�h�o�u�l�d� �a�p�p�e�a�r� �T�e�m�p�e�r�a�t�u�r�e�:� �o�r� �H�u�m�i�d�i�t�y�:� �w�h�i�l�e
�i�n� �t�h�e� �l�o�w�e�r�,� �m�e�a�s�u�r�e�d� �v�a�l�u�e�,� �r�i�g�h�t�-�a�l�i�g�n�e�d� �a�l�o�n�g� �w�i�t�h� �t�h�e� �m�e�a�s�u�r�e�m�e�n�t� �u�n�i�t�.� �S�w�i�t�c�h�i�n�g� �b�e�t�w�e�e�n
�p�r�e�s�e�n�t�i�n�g� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d� �h�u�m�i�d�i�t�y� �s�h�o�u�l�d� �b�e� �p�o�s�s�i�b�l�e� �u�s�i�n�g� �t�h�e� �U�p�/�D�o�w�n� �k�e�y�s� �f�r�o�m� �t�h�e� �k�e�y�p�a�d
�a�n�d� �c�h�a�n�g�i�n�g� �t�h�e� �t�e�m�p�e�r�a�t�u�r�e� �b�e�t�w�e�e�n� �C�e�l�s�i�u�s� �a�n�d� �F�a�h�r�e�n�h�e�i�t� �u�s�i�n�g� �t�h�e� �L�e�f�t�/�R�i�g�h�t� �k�e�y�s�.
�M�e�a�s�u�r�e�m�e�n�t�s� �s�h�o�u�l�d� �i�n�c�l�u�d�e� �a� �u�n�i�t�:� �C�/�F� �(�f�o�r� �t�e�m�p�e�r�a�t�u�r�e�)� �a�n�d� �%�R�h� �f�o�r� �h�u�m�i�d�i�t�y�.� �T�h�e� �t�e�m�p�e�r�a�t�u�r�e
�s�h�o�u�l�d� �b�e� �p�r�e�s�e�n�t� �w�i�t�h� �o�n�e� �d�e�c�i�m�a�l� �p�o�i�n�t�,� �w�h�i�l�e� �h�u�m�i�d�i�t�y� �s�h�o�u�l�d� �b�e� �a�n� �i�n�t�e�g�e�r�.

�1�.�7�.�3�.�1�.� �T�e�m�p�e�r�a�t�u�r�e� �a�n�d� �h�u�m�i�d�i�t�y� �s�e�n�s�o�r

�T�h�e�r�e� �i�s� �a� �D�H�T�1�1� �(�b�l�u�e�)� �s�e�n�s�o�r� �c�o�n�n�e�c�t�e�d� �t�o� �t�h�e� �G�P�I�O� �5�.
�T�h�e�r�e� �a�r�e� �t�w�o� �l�i�b�r�a�r�i�e�s� �n�e�e�d�e�d� �t�o� �h�a�n�d�l�e� �r�e�a�d�i�n�g� �f�r�o�m� �t�h�e� �s�e�n�s�o�r�:� �a� �c�o�m�m�o�n� �s�e�n�s�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n
�l�i�b�r�a�r�y� �a�n�d� �a� �s�p�e�c�iß��c� �o�n�e� �f�o�r� �D�H�T� �s�e�n�s�o�r�s�,� �b�o�t�h� �b�y� �A�d�a�f�r�u�i�t�,� �s�o� �t�w�o� �m�o�r�e� �e�n�t�r�i�e�s� �a�r�e� �n�e�e�d�e�d� �i�n� �t�h�e
�p�l�a�t�f�o�r�m�i�o�.�i�n�i� ß��l�e�,� �a�n�d� �y�o�u� �n�e�e�d� �t�o� �r�e�f�e�r� �t�o� �i�t� �i�n� �t�h�e� �s�o�u�r�c�e� �c�o�d�e�:

�l�i�b�_�d�e�p�s� �=
� � � � �a�d�a�f�r�u�i�t�/�A�d�a�f�r�u�i�t� �U�n�i�f�i�e�d� �S�e�n�s�o�r�@�^�1�.�1�.�4
� � � � �a�d�a�f�r�u�i�t�/�D�H�T� �s�e�n�s�o�r� �l�i�b�r�a�r�y�@�^�1�.�4�.�3

�#�i�n�c�l�u�d�e� �<�A�d�a�f�r�u�i�t�_�S�e�n�s�o�r�.�h�>
�#�i�n�c�l�u�d�e� �<�D�H�T�.�h�>

�T�o� �a�c�c�e�s�s� �s�e�n�s�o�r� �r�e�a�d�i�n�g�s�,� �i�t� �i�s� �n�e�c�e�s�s�a�r�y� �t�o� �i�n�s�t�a�n�t�i�a�t�e� �a� �c�o�m�m�u�n�i�c�a�t�i�o�n� �c�l�a�s�s� �t�h�a�t� �b�i�n�d�s� �t�h�e
�h�a�r�d�w�a�r�e� �t�o� �t�h�e� �c�o�d�e�:

�#�d�e�f�i�n�e� �D�H�T�T�Y�P�E� �D�H�T�1�1� � � �/�/� �D�H�T� �1�1
�#�d�e�f�i�n�e� �D�H�T�P�I�N� �5
�D�H�T� �d�h�t�(�D�H�T�P�I�N�,� �D�H�T�T�Y�P�E�,�5�0�)�;

�I�t� �i�s� �a�l�s�o� �n�e�c�e�s�s�a�r�y� �t�o� �i�n�i�t�i�a�l�i�z�e� �t�h�e� �s�e�n�s�o�r� �c�l�a�s�s� �a�n�d� �g�i�v�e� �i�t� �s�o�m�e� �t�i�m�e� �t�o� �s�e�t� �u�p�:

�.�.�.
�d�h�t�.�b�e�g�i�n�(�)�;
�d�e�l�a�y�(�1�0�0�0�)�;
�.�.�.

�T�h�e� �s�e�n�s�o�r� �c�l�a�s�s� �r�e�t�u�r�n�s� �d�a�t�a� �(�a�m�o�n�g� �o�t�h�e�r�s�)� �i�n� �a� ß��o�a�t� �c�o�n�t�a�i�n�i�n�g� �t�e�m�p�e�r�a�t�u�r�e� �(�i�n� �C�)� �a�n�d� �r�e�l�a�t�i�v�e
�h�u�m�i�d�i�t�y� �(�i�n� �p�e�r�c�e�n�t�)�:

�.�.�.
� � �f�l�o�a�t� �h�u�m� �=� �d�h�t�.�r�e�a�d�H�u�m�i�d�i�t�y�(�)�;
� � �f�l�o�a�t� �t�e�m�p� �=� �d�h�t�.�r�e�a�d�T�e�m�p�e�r�a�t�u�r�e�(�)�;
�.�.�.

�R�e�p�o�r�t�:
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�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�P�r�e�s�e�n�t� �a� �c�i�r�c�u�i�t� �w�i�t�h� �c�o�n�n�e�c�t�i�o�n�s� �(�L�C�D�,� �k�e�y�p�a�d�,� �a�n�d� �s�e�n�s�o�r�)�.
�P�r�e�s�e�n�t� �a�n� �a�l�g�o�r�i�t�h�m� �f�o�r� �b�o�t�h� �o�v�e�r�a�l�l� �p�r�o�g�r�a�m� ß��o�w� �a�n�d� �f�o�r� �o�b�t�a�i�n�i�n�g� �m�e�a�s�u�r�e�m�e�n�t�s�.
�I�n�c�l�u�d�e� �y�o�u�r� �c�o�d�e� �w�i�t�h� �a�p�p�r�o�p�r�i�a�t�e� �c�o�m�m�e�n�t�s�.
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�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�1�.�7�.�4�.� �S�c�e�n�a�r�i�o� �L�a�b�4

�*�*� �C�o�n�n�e�c�t�i�n�g� �t�o� �t�h�e� �n�e�t�w�o�r�k� �*�*
�C�o�n�n�e�c�t� �y�o�u�r� �E�S�P�8�2�6�6� �(�a�s� �a� �c�l�i�e�n�t�,� �S�T�A� �m�o�d�e�)� �t�o� �t�h�e� �P�R�I�V�A�T�E� �i�n�t�e�r�n�a�l�.�I�O�T� �n�e�t�w�o�r�k� �w�i�t�h� �a�n� �a�d�d�r�e�s�s
�o�b�t�a�i�n�e�d� �f�r�o�m� �t�h�e� �D�H�C�P� �s�e�r�v�e�r�.� �P�r�e�s�e�n�t� �t�h�e� �c�o�n�n�e�c�t�i�o�n� �s�t�a�t�u�s� �(�c�o�n�n�e�c�t�e�d�/�d�i�s�c�o�n�n�e�c�t�e�d�)� �i�n� �t�h�e
�u�p�p�e�r� �r�o�w� �o�f� �t�h�e� �L�C�D� �a�n�d� �y�o�u�r� �I�P� �a�d�d�r�e�s�s� �i�n� �t�h�e� �s�e�c�o�n�d� �l�i�n�e�.

�R�e�p�o�r�t�:

�W�h�e�n� �u�s�i�n�g� �E�S�P� �i�n� �S�T�A� �m�o�d�e�,� �o�b�s�e�r�v�e� �w�h�e�t�h�e�r� �t�h�e� �s�o�l�u�t�i�o�n�’�s� �s�u�b�s�e�q�u�e�n�t� �r�u�n�n�i�n�g� �a�t�t�a�c�h�e�s� �a
�n�e�w� �o�r� �t�h�e� �s�a�m�e� �I�P� �a�d�d�r�e�s�s� �v�i�a� �t�h�e� �D�H�C�P� �s�e�r�v�e�r�.
�I�n�c�l�u�d�e� �s�o�u�r�c�e� �c�o�d�e�.
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�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�1�.�7�.�5�.� �S�c�e�n�a�r�i�o� �L�a�b�5

�S�e�n�d�i�n�g� �d�a�t�a� �t�o� �t�h�e� �n�e�t�w�o�r�k
�I�n� �t�h�i�s� �s�c�e�n�a�r�i�o�,� �y�o�u� �w�i�l�l� �i�m�p�l�e�m�e�n�t� �a� �f�u�l�l�y� �f�u�n�c�t�i�o�n�a�l� �I�o�T� �e�n�d�-�n�o�d�e� �a�n�d� �s�e�n�d� �m�e�a�s�u�r�e�m�e�n�t�s� �t�o� �t�h�e
�M�Q�T�T� �B�r�o�k�e�r�.� �U�s�e� �y�o�u�r� �s�o�l�u�t�i�o�n� �f�r�o�m� �t�h�e� �l�a�s�t� �s�t�e�p� �o�f� �L�a�b�4� �a�n�d� �a�l�s�o� �L�a�b�3�.� �M�e�a�s�u�r�e� �t�e�m�p�e�r�a�t�u�r�e� �a�n�d
�h�u�m�i�d�i�t�y�,� �p�r�e�s�e�n�t� �t�h�e�m� �o�n� �t�h�e� �s�c�r�e�e�n� �a�s� �i�n� �t�h�e� �c�a�s�e� �o�f� �t�h�e� �L�a�b�3� �s�c�e�n�a�r�i�o�,� �a�n�d� �p�a�r�a�l�l�e�l�,� �p�u�b�l�i�s�h� �t�h�e�m
�a�s� �M�Q�T�T� �m�e�s�s�a�g�e�s� �t�o� �t�h�e� �B�r�o�k�e�r�.

�M�i�n�d � �a�g�r�e�e�i�n�g � �w�i�t�h � �o�t�h�e�r � �s�e�c�t�i�o�n�s � �t�o � �l�e�t � �y�o�u� �d�o � �n�o�t � �o�v�e�r�l�a�p � �w�i�t�h � �M�Q�T�T� �M�e�s�s�a�g�e
�T�o�p�i�c�s�.� �T�h�e�y� �s�h�o�u�l�d� �b�e� �u�n�i�q�u�e� �f�o�r� �a�l�l� �t�e�a�m�s�!

�U�s�i�n�g� �a�n�y� �s�o�f�t�w�a�r�e�-�b�a�s�e�d� �M�Q�T�T� �c�l�i�e�n�t�,� �s�u�b�s�c�r�i�b�e� �t�o� �t�h�e� �m�e�s�s�a�g�e�s� �u�s�i�n�g� �a� �P�R�I�V�A�T�E� �o�r� �P�U�B�L�I�C� �n�e�t�w�o�r�k
�a�n�d� �o�b�s�e�r�v�e� �r�e�s�u�l�t�s�.� �Y�o�u� �c�a�n� �u�s�e� �a� �P�C� �c�o�m�p�u�t�e�r� �t�o� �d�e�v�e�l�o�p� �a� �s�o�l�u�t�i�o�n� �f�o�r� �t�h�i�s� �t�a�s�k�.

�T�h�e� �s�i�m�p�l�e�s�t� �s�t�a�r�t�i�n�g� �p�o�i�n�t� �i�s� �t�o� �u�s�e� �t�h�e� �p�u�b�-�s�u�b� �M�Q�T�T� �c�l�i�e�n�t� �l�i�b�r�a�r�y�:

�#�i�n�c�l�u�d�e� �<�E�S�P�8�2�6�6�W�i�F�i�.�h�>
�#�i�n�c�l�u�d�e� �<�P�u�b�S�u�b�C�l�i�e�n�t�.�h�>

�Y�o�u� �m�a�y� �a�l�s�o� �w�a�n�t� �t�o� �d�eß��n�e� �M�Q�T�T� �t�o�p�i�c�(�s�)� �a�n�d� �c�o�n�s�t�a�n�t� �p�a�y�l�o�a�d�s� �(�i�.�e�.�,� �t�h�o�s�e� �r�e�l�a�t�e�d� �t�o� �t�h�e� �l�a�s�t�-�w�i�l�l
ß��a�g�)� �u�s�i�n�g� �#�d�e�f�i�n�e� �s�t�a�t�e�m�e�n�t�.� �I�t� �i�s� �a�l�s�o� �a� �g�o�o�d� �i�d�e�a� �t�o� �p�u�t� �c�o�n�n�e�c�t�i�o�n� �c�o�n�s�t�a�n�t�s� �h�e�r�e�:

�/�/�W�i�F�i� �a�n�d� �M�Q�T�T� �s�e�r�v�e�r� �c�r�e�d�e�n�t�i�a�l�s
�#�d�e�f�i�n�e� �w�i�f�i�_�s�s�i�d� �"�i�n�t�e�r�n�a�l�.�I�O�T�"
�#�d�e�f�i�n�e� �w�i�f�i�_�p�a�s�s�w�o�r�d� �"�I�o�T�l�a�b�3�2�7�6�8�"
�#�d�e�f�i�n�e� �m�q�t�t�_�s�e�r�v�e�r� �"�1�9�2�.�1�6�8�.�9�0�.�5�"
�#�d�e�f�i�n�e� �m�q�t�t�_�u�s�e�r� �"�v�r�e�l�"
�#�d�e�f�i�n�e� �m�q�t�t�_�p�a�s�s�w�o�r�d� �"�v�r�e�l�2�0�1�8�"
�/�/�M�Q�T�T� �l�a�s�t� �w�i�l�l
�#�d�e�f�i�n�e� �l�a�s�t�W�i�l�l�T�o�p�i�c� �"�/�s�u�t�/�a�e�i�i�/�i�o�t�-�l�a�b�/�3�2�1�/�n�o�d�e�1�/�s�t�a�t�e�"
�#�d�e�f�i�n�e� �l�a�s�t�W�i�l�l�M�e�s�s�a�g�e� �"�o�f�f�"
�#�d�e�f�i�n�e� �m�q�t�t�W�e�l�c�o�m�e�M�e�s�s�a�g�e� �"�o�n�"

�M�i�n�d�,� �1�9�2�.�1�6�8�.�9�0�.�5� �i�s� �y�o�u�r� �M�Q�T�T� �s�e�r�v�e�r� �a�d�d�r�e�s�s�.

�T�o� �u�s�e� �t�h�e� �p�u�b�-�s�u�b� �c�l�i�e�n�t�,� �y�o�u� �m�u�s�t� �i�n�s�t�a�n�t�i�a�t�e� �a� �g�l�o�b�a�l� �o�b�j�e�c�t� �u�s�i�n�g� �a� �n�e�t�w�o�r�k� �c�l�i�e�n�t�,� �i�.�e�.�,
�W�i�F�i�C�l�i�e�n�t�:

�.�.�.
�/�/� �W�i�F�i� �&� �M�Q�T�T
�W�i�F�i�C�l�i�e�n�t� �e�s�p�C�l�i�e�n�t�;
�P�u�b�S�u�b�C�l�i�e�n�t� �c�l�i�e�n�t�(�e�s�p�C�l�i�e�n�t�)�;
�.�.�.

�S�o�m�e�w�h�e�r�e� �i�n� �t�h�e� �s�e�t�u�p�(�)� �f�u�n�c�t�i�o�n�,� �o�n�c�e� �y�o�u�r� �w�iß�� �i�s� �a�l�r�e�a�d�y� �c�o�n�n�e�c�t�e�d�,� �b�i�n�d� �s�e�r�v�e�r� �d�a�t�a� �t�o� �t�h�e
�M�Q�T�T� �c�l�i�e�n�t� �o�b�j�e�c�t�:

�.�.�.



�2�0�2�6�/�1�1�/�0�7� �1�7�:�5�3 �1�6�/�1�8 �L�a�b�o�r�a�t�o�r�y� �o�n� �t�h�e� �I�n�t�e�r�n�e�t� �o�f� �T�h�i�n�g�s

�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�c�l�i�e�n�t�.�s�e�t�S�e�r�v�e�r�(�<�s�e�r�v�e�r�>�,�1�8�8�3�)�;� �/�/�s�t�a�n�d�a�r�d� �p�o�r�t� �i�s� �1�8�8�3�,� �c�h�a�n�g�e� �a�c�c�o�r�d�i�n�g�l�y
�i�f� �n�e�e�d�e�d
�.�.�.

�T�h�e�n�,� �c�o�n�n�e�c�t� �y�o�u�r� �M�Q�T�T� �p�u�b�-�s�u�b� �c�l�i�e�n�t� �t�o� �t�h�e� �s�e�r�v�e�r�.� �Y�o�u� �c�a�n� �d�eß��n�e� �a� �s�e�p�a�r�a�t�e� �f�u�n�c�t�i�o�n� �i�n� �c�a�s�e� �y�o�u
�n�e�e�d� �t�o� �r�e�p�e�a�t� �t�h�i�s� �p�r�o�c�e�s�s� �w�h�e�n� �t�h�e� �c�o�n�n�e�c�t�i�o�n� �i�s� �d�o�w�n� �(�f�o�r� �a�n�y� �r�e�a�s�o�n�)� �t�o� �s�i�m�p�l�i�f�y� �r�e�c�o�n�n�e�c�t
�p�r�o�c�e�d�u�r�e�:

�v�o�i�d� �r�e�c�o�n�n�e�c�t�(�)� �{
� � �/�/� �L�o�o�p� �u�n�t�i�l� �w�e�’�r�e� �r�e�c�o�n�n�e�c�t�e�d
� � �w�h�i�l�e� �(�!�c�l�i�e�n�t�.�c�o�n�n�e�c�t�e�d�(�)�)� �{
� � � � �S�e�r�i�a�l�.�p�r�i�n�t�(�"�A�t�t�e�m�p�t�i�n�g� �M�Q�T�T� �c�o�n�n�e�c�t�i�o�n�.�.�.�"�)�;
� � � � �i�f � �(�c�l�i�e�n�t�.�c�o�n�n�e�c�t�(�<�c�l�i�e�n�t�n�a�m�e�>�,� �m�q�t�t�_�u�s�e�r�,� �m�q�t�t�_�p�a�s�s�w�o�r�d�)�)� �{
� � � � � � �S�e�r�i�a�l�.�p�r�i�n�t�l�n�(�"�c�o�n�n�e�c�t�e�d� �t�o� �M�Q�T�T�"�)�;
� � � � �}� �e�l�s�e� �{
� � � � � � �S�e�r�i�a�l�.�p�r�i�n�t�(�"�f�a�i�l�e�d�,� �r�c�=�"�)�;
� � � � � � �S�e�r�i�a�l�.�p�r�i�n�t�(�c�l�i�e�n�t�.�s�t�a�t�e�(�)�)�;
� � � � � � �S�e�r�i�a�l�.�p�r�i�n�t�l�n�(�"� �t�r�y� �a�g�a�i�n� �i�n� �5� �s�e�c�o�n�d�s�"�)�;
� � � � � � �/�/� �W�a�i�t� �5� �s�e�c�o�n�d�s� �b�e�f�o�r�e� �r�e�t�r�y�i�n�g
� � � � � � �d�e�l�a�y�(�5�0�0�0�)�;
� � � � �}
� � �}
�}

�T�o� �p�u�b�l�i�s�h� �a� �s�i�n�g�l�e� �m�e�s�s�a�g�e�,� �u�s�e�:

�.�.�.
�c�l�i�e�n�t�.�p�u�b�l�i�s�h�(�<�t�o�p�i�c�>�,�<�p�a�y�l�o�a�d�>�)�;
�.�.�.

�N�o�t�e� �t�h�a�t� �r�e�c�e�i�v�i�n�g� �m�e�s�s�a�g�e�s� �r�e�q�u�i�r�e�s� �p�e�r�i�o�d�i�c�a�l� �e�x�e�c�u�t�i�o�n� �o�f� �t�h�e� �c�l�i�e�n�t�.�l�o�o�p�(�)�;� �f�u�n�c�t�i�o�n�.� �A�d�d� �i�t
�t�o� �y�o�u�r� �c�o�d�e�’�s� �v�o�i�d� �l�o�o�p�(�) &� �f�u�n�c�t�i�o�n�.� �I�f� �y�o�u� �s�e�n�d� �m�e�s�s�a�g�e�s� �o�n�l�y� �(�p�u�b�l�i�s�h� �b�u�t� �d�o� �n�o�t� �s�u�b�s�c�r�i�b�e�)�,
�u�s�i�n�g� �c�l�i�e�n�t�.�l�o�o�p�(�)�;� �i�s� �n�o�t� �o�b�l�i�g�a�t�o�r�y�.

�A�d�v�a�n�c�e�d�:

�I�m�p�l�e�m�e�n�t� �a�  ��l�a�s�t� �w�i�l�l �� �i�n�f�o�r�m�i�n�g� �t�h�a�t� �t�h�e� �d�e�v�i�c�e� �h�a�s� �l�o�s�t� �c�o�n�n�e�c�t�i�o�n� �(�s�u�d�d�e�n�l�y�,� �n�o�t� �v�i�a
�d�i�s�c�o�n�n�e�c�t�) ��p�r�e�s�e�n�t� �t�h�e� �l�a�s�t� �a�v�a�i�l�a�b�l�e� �m�e�a�s�u�r�e�m�e�n�t�s� �a�s� �p�e�r�s�i�s�t�e�n�t�.� �P�r�e�s�e�n�t� �t�h�e� �d�e�v�i�c�e� �s�t�a�t�e
�b�y� �c�h�a�n�g�i�n�g� �a� �p�e�r�s�i�s�t�e�n�t� �m�e�s�s�a�g�e� �o�n� �c�o�n�n�e�c�t�/�d�i�s�c�o�n�n�e�c�t� �t�o� �l�e�t� �t�h�e� �s�u�b�s�c�r�i�b�e�r�s� �k�n�o�w� �t�h�e� �s�t�a�t�e
�o�f� �y�o�u�r� �d�e�v�i�c�e�.� �T�o� �i�m�p�l�e�m�e�n�t� �c�o�n�t�r�o�l�l�e�d� �d�i�s�c�o�n�n�e�c�t�,� �u�s�e� �s�e�l�e�c�t� �k�e�y� �f�r�o�m� �t�h�e� �k�e�y�p�a�d� �(�y�o�u� �c�a�n
�a�s�s�u�m�e� �t�h�a�t� �y�o�u� �m�a�y� �n�e�e�d� �t�o� �r�e�s�t�a�r�t� �t�h�e� �d�e�v�i�c�e� �t�o� �g�e�t� �i�t� �b�a�c�k� �o�n� �t�h�e� �n�e�t�w�o�r�k�,� �b�u�t� �y�o�u� �a�l�s�o� �m�a�y
�i�m�p�l�e�m�e�n�t� �a� �b�i�s�t�a�b�l�e� �l�o�g�i�c�:� �t�h�e� ß��r�s�t� �c�l�i�c�k� �o�f� �t�h�e� �s�e�l�e�c�t� �t�r�i�g�g�e�r�s� �M�Q�T�T� �d�i�s�c�o�n�n�e�c�t�,� �t�h�e� �s�e�c�o�n�d
�c�l�i�c�k� �c�o�n�n�e�c�t�s� �i�t� �b�a�c�k� �t�o� �t�h�e� �B�r�o�k�e�r�)�.

�T�o� �p�u�b�l�i�s�h� �a� �l�a�s�t�-�w�i�l�l� �m�e�s�s�a�g�e�,� �y�o�u� �m�a�y� �u�s�e� �a�n� �e�x�t�e�n�d�e�d� �v�e�r�s�i�o�n� �o�f� �t�h�e� �P�u�b�S�u�b�C�l�i�e�n�t�.�c�o�n�n�e�c�t�(�)
�f�u�n�c�t�i�o�n� �(�i�.�e�.�,� �i�n� �y�o�u�r� �r�e�c�o�n�n�e�c�t�(�)� �f�u�n�c�t�i�o�n�:

�.�.�.
�c�l�i�e�n�t�.�c�o�n�n�e�c�t�(�<�c�l�i�e�n�t�n�a�m�e�>�,� �m�q�t�t�_�u�s�e�r�,� �m�q�t�t�_�p�a�s�s�w�o�r�d�,� �l�a�s�t�W�i�l�l�T�o�p�i�c�,� �0�,
�t�r�u�e�,� �l�a�s�t�W�i�l�l�M�e�s�s�a�g�e�)
�.�.�.
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�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�O�n�c�e� �c�o�n�n�e�c�t�e�d�,� �y�o�u� �m�a�y� �n�o�t�i�f�y� �t�h�e� �d�a�s�h�b�o�a�r�d� �(�i�f� �a�n�y�)� �t�h�a�t� �y�o�u�’�r�e� �b�a�c�k� �o�n�l�i�n�e�:

�.�.�.
�c�l�i�e�n�t�.�p�u�b�l�i�s�h�(�l�a�s�t�W�i�l�l�T�o�p�i�c�,� �m�q�t�t�W�e�l�c�o�m�e�M�e�s�s�a�g�e�,� �t�r�u�e�)�;
�.�.�.

�R�e�p�o�r�t�:

�P�r�o�v�i�d�e� �y�o�u�r� �M�Q�T�T� �m�e�s�s�a�g�e� �T�o�p�i�c�s� �a�n�d� �P�a�y�l�o�a�d� �f�o�r�m�a�t�s� �(�s�e�m�a�n�t�i�c�s�)�.
�I�n�c�l�u�d�e� �s�o�u�r�c�e� �c�o�d�e�.
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�R�A�U�6� �D�o�k�u�w�i�k�i� �-� �h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/

�F�r�o�m�:
�h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/� �-� �R�A�U�6� �D�o�k�u�w�i�k�i

�P�e�r�m�a�n�e�n�t� �l�i�n�k�:
�h�t�t�p�s�:�/�/�d�o�k�u�w�i�k�i�.�z�m�i�t�a�c�.�a�e�i�.�p�o�l�s�l�.�p�l�/�e�n�:�e�d�u�:�z�m�i�t�a�c�:�m�a�c�r�o�:�i�o�t�:�l�a�b�?�r�e�v�=�1�7�1�3�7�0�9�0�2�9

�L�a�s�t� �u�p�d�a�t�e�:� �2�0�2�4�/�0�4�/�2�1� �1�6�:�1�7
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